Using the Internet

by Jim Dee, Seniar Manager, Communications & Internet Services

‘*"‘“When he looked at clouds, he thoughfﬂgg;v a kmd of

he peison referenced in

this quote is, of course, structure in them. Once he had feared that studying the

Edward Lorenz, known-——gcience of weather would-be tike prying ajack=in=the=box
for the “Butterfly Effect”

as well as for the Lorenz
Attractor, a surprisingly beautiful graphi-

._._.apart with a screwdriver..Now.he wondered whether sci=.

ence would be able to penetrate the magic at all.” -James

cal representation of an extremely com-

Gleick in Chaos.

"’“—“'"“'”pler‘system:-“lt*traced"’a--strange,
distinctive shape,” writes Gleick, “a kind

Network security, of course, has been Internet meaning several years ago

~ of double spiral in three dimensions ...
e [signaling] pure disorder, since no.point

a ubiquitous concern for quite some time;
every company, for instance, has a firewall

within the Usenet newsgroups. A

or pattern of points ever recurred. Yet it

“smurf,”.according-to.an entry. in The

and knows why it’s there. But hacking  Jargon File, was an “irreverent, silly, and

also signaled a Tiew Kind of ordet.”
~_ 1know,Iknow. You're asking your-

¢ute” niewsgroup IeguIéﬁ‘Q"(Thé"]éi’fg‘()‘fl"‘""’—“
File—"a comprehensive compendium of

becaiiie mainstream news whern major
Web sites (e.g., eBay, Yahoo!, and Ama-

Aself, “Where’s he going with this?” A

omreevalid-questionAfter-all;-if I-start-get-—--call-reading-with- amusement-that-the--— of hackish-tradition;-folklore;-and-hu---——

ting into any more substantive science,

zon) recently fell victim to attacks. I re- hacker slang illuminating many aspects

majority of these crimes were a particu- mor”—may be found at http://

T'll have to start publishing in A&AWMA's
Journal instead of EM, right? So, on with

Tar variety of “denial of service” attacks
that_the hacker subculture calls

www.tuxedo.org/~esr/jargon/html/
index.html.) That particular entry notes

the Internet-related material!

Wt Py trying to-evoke hereis-the— ———-Anyonewhowas unfortunate enough

notion of order within chaos. With the

“smurfing.” that this word was used as either praise
or insult; depending onr whorissued the——"]

comiment.

to have watched cartoons (or had kids

e

scourge of high-profile Internet site hack-

e eemem-ing incidents. leading .the.techno-news ...

recently, the focus has been almost ex-

jar.with the “Smurfs.”- According-to.the . kids..never.really.changed; they .were.———

that did) in the 1980s is probably famil- Soit’s interesting that many of these

cartoon’s official Web site (available at, brought up staring at CRTs watching car-

clusively on the vicims—the sites them-
selves. For some reason, no one wants to

T predictably, hitpy//www.Simirf.corm), Hanna

“toons, made a painless transition from

& Barbera produced “no fewer than 256 the television to the Apple Ile and the

know about the subculture of computer

~---hackers who-are perpetrating these crimes: -~ —

- But that’s been a great media oversight;

episodes ... which are currently showing 286, and proceeded to inform the fun-

quiry into Smurf-dom may be best left terms from their not-so-distant youth.

in fact, some of itis rather interesting from

.. scientific, sociological, and literary stand-

points, as some relatively ordered systems

- exist within the hacker commumityt—— -
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for another Internet column—hopefully

in another publication altogether) ______YAHOO...EBAY...A&WMA! -
According to some Internet jargon sites, Many people may be surprised to learn that

the term “Smurf” acquired its-original —our association-of more than-1 0,000

e




members shares a common problem with some of the world’s

premier Internet sites: hackers! Judging from the few times

that A&AKAWMA has fallen victim to these people, one must con-

and there. But here’s the basic coding system:

‘o Replace all As with 4s
* Replace all Es with 3s

clude that hackers abound. Who would set their diabolical

sights on an environmental association; after ali?-~--—-—------

Actually, the hackers probably enjoy tinkering with the

smaller sites a bit more. About all anyone can do to an eBay or T
an Amazon.com is to.flood the servers. with useless informa-. ..

tion, thus incapacitating them (i.e., “smurfing” them). But
many smaller sites can fall victim to more serious incidents.”

------o -Replace all Is with 1s

.- his thoughts on theories like this one, as he did in Tom Sawyer .|

* Replace all Os with Os
o Replace all Ss with Ss
“For example, if Mark Twain were here, he’d probably recall
Abroad: “There’s another trouble about theories: there’s always’
a hole in them somewheres, sure, if you look close enough:
_Translated into hacker-speak, that would be:

Th3r3 5.4n0th3r

LDOk“klOSS
3nDugh

Consider A&KWMA’s most recent brush with the criminal

element: Last year, someone managed to actually change the
text of one of the members-only pages. Instead of a logon ...

page, members were greeted with a lengthy, boring message

- about ‘Brazilian fringe politics;-and-a-final-message-{quoted——

exactly as it appeared): “PEOPLE THAT THING THEY ARE BET-

TER THAN OTHER SHOULD THING LITTLE BIT ABOUT

~THEMSELFS.” . ..

I don’t know what'’s worse—gettmg hacked or havmg to
“~read that botched attempt at whatever Confiician axiom he™ "
or she was trying to paraphrase. Things like this aren’t cause

for alarm, though. In our case (as is true for most other Web

site administrators), we simply-reached- for-a-backup-tape,- -
tweaked some of the flrewall settlngs and went about our bu51-

ness as usual.
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I did keep a copy of the hacked Web page, though. Upon further -

inspection—comparing our hacked example with some others

posted on the Web—some of the mteres’ang “order” that 1 had
mentioned before began to emerge. For one, most hackers tend . -

to sign their work. They include their code names, “shout-outs”
(i.e., greetings) to their cohorts, and signature messages. =~

The biggest “for instance,” however, would be their writing

style. It’s quite fascinating, really—and generally adheres to a
few simple rules, with some minor dialectical idiosyncrasies here

--4h013 1n th3m 50m3wh3r35, Sur3, 1f yOul00k k1053 3n0ugh.”—

__most interesting, sequences of “ate” with the numeral “8.” This .

- with a numeric homophone, What could be more ordered than -~

. general don't particularly care about following an editorial style .

" ‘chaotic antics are becoming ... well ... predictable! &

" “Th3r3’5 4n0th3r trOubl3 4bOut th30r135: th3r3'S dlwdys

The dialects for this encoding method include replacing Ss
with Zs at the end of words, Cs with Ks in certain places and,

latter one is doubly interesting, as the word “ate” gets replaced

that?! As I remarked to a friend recently, these rules are gener-
ally followed, but certainly people who disregard the law in

guide. Still, someone please alert the hacker community: Their
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'|lw Corrosion-Resistant
Oil-free Sampling Pumps

be world leader in diaphragm pump technology

'. v Solid Teflon® resin
v 316 Stainless Steel
- v/ 400°F heated heads
_. v/ Standard or group C ex-proof motors
v Deep 22.74 "Hg vac.in 2-stages
-. v’ Perfect for CEMS, analyzers, samplers
' v’ Specs onour web page at www.knf.com
". v Many available with brushless DC motors
_. A partial list:
: Pump FlowRats  Max  Mex. Materials/
Series LCAM)__ Vac"H ication
=] NossT 53(18) 224 43  316SSSampling Pump
NO10ST.11 9{(.32) 23 22 316 SS Heated Head Pump
=] N0sSST11  t088(24) t024 22 316SSHeated Head Pump

Solid Teflon’ Group CExpl.
316 SS/Teflon” Group D Expl.

N726FT(Ex) t030{1.1) t02974 20
] N03BST(Ex) 1056(2.0) 10295 1060

Sampling Pump Selection Guidel

INNOVATIVE |
TECHNOLOGY
WORLDWIDE NEUBERGER, INC.

2 Black Forest Road - Trenton, NJ 08691-1810
609/890-8600 - Fax: 609/890-8323 - pumps@knf.com

Teflon' is a registered trademark of DuPont i .-
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